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(57) Abstract: A disclosed gaming machine provides methods and apparatus for wirelessly communicating between devices within 
the gaming machine. The gaming machine includes a gaming machine housing to which a master gaming controller and one or more 
gaming peripherals can be mounted. The master gaming controller is adapted for executing a game of chance played on the gaming 
machine and communicating wirelessly with the one or more gaming peripherals used to play the game of chance. Furthermore, the 
gaming machine includes a wireless communication manager that can manage wireless communications between the master gaming 
controller and the gaming peripherals, between the gaming peripherals, or a combination thereof. 
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WIRELESS INPUT/OUTPUT AND PERIPHERAL DEVICES ON A 
GAMING MACHINE 

CROSS REFERENCE TO RELATED APPLICATIONS 
5 The present application is a continuation-in-part of U.S. Patent Application 

Serial No. 09/921,489, (IGT P060/P-568), filed on August 3, 2001, by Hedrick et al., 
and entitled "PLAYER TRACKING COMMUNICATION MECHANISMS IN A 
GAMING MACHINE," which is hereby incorporated by reference in its entirety for 
all purposes. 

10 BACKGROUND OF THE INVENTION 

I. Field of the invention 

The present invention relates to gaming machines such as video slot machines 
and video poker machines. More particularly, the present invention relates to 
methods and apparatus for providing wireless communications within a gaming 
15 machine. 

II. Background 

Typically, utilizing a master gaming controller, a gaming machine controls 
various combinations of devices that allow a player to play a game on the gaming 
machine and also encourage game play on the gaming machine. For example, a game 

20 played on a gaming machine usually requires a player to input money or indicia of 
credit into the gaming machine, indicate a wager amount, and initiate a game play. 
These steps require the gaming machine to control input devices, such as bill 
validators and coin acceptors, to accept money and/or credits into the gaming 
machine and recognize user inputs from devices, including key pads and button pads, 

25 to determine the wager amount and initiate game play. After game play has been 
initiated, the gaming machine determines a game outcome, presents the game 
outcome to the player and may dispense an award of some type depending on the 
outcome of the game. 

There is a wide variety of associated devices that can be connected to a 

30 gaming machine such as a slot machine or video poker machine. Some examples of 
these devices are player tracking units, lights, ticket printers, card readers, speakers, 
bill validators, ticket readers, coin acceptors, display panels, key pads, coin hoppers 
and button pads. Many of these devices are built into either the gaming machine 
cabinet or into components associated with the gaming machine such as a top box that 

1 
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usually sits on top of the gaming machine. These devices are typically connected to 
other devices, such as the master gaming controller, by wires that are organized by 
harnesses. Generally, the harnesses tie together groups of wires within the gaming 
machine in order to reduce the risk that the interior of the gaming machine will 
5 become full of tangled wires. Harnessing the wires in this manner can facilitate 
maintenance and repair of wires and devices because specific wires can be located 
more easily. For instance, if all of the wires connected to a display screen are 
harnessed together, then maintenance and repair personnel need only identify the 
appropriate group of wires to narrow down a search for a particular wire. 

10 Traditionally, in the gaming industry, gaming machines have been relatively 

simple in the sense that the number of peripheral devices and the number of functions 
the gaming machine has been limited. Further, in operation, the functionality of 
gaming machines was relatively constant once the gaming machine was deployed, 
i.e., new peripheral devices and new gaming software were infrequently added to the 

15 gaming machine. Often, to satisfy the unique requirements of the gaming industry in 
regards to regulation and security, circuit boards for components, such as the 
backplane and the master gaming controller, have been custom built with peripheral 
device connections hard-wired into the boards. Further, the peripheral device 
connections, communication protocols used to communicate with the peripheral 

20 devices over the peripheral device connections, and software drivers used to operate 
the peripheral devices have also been customized varying from manufacturer to 
manufacturer and from peripheral device to peripheral device. For example, 
communication protocols used to communicate with peripheral devices are typically 
proprietary and vary from manufacturer to manufacturer. 

25 In recent years, in the gaming industry, the functionality of gaming machines 

has become increasingly complex. Further, the number of manufacturers of peripheral 
devices in the gaming industry has greatly increased. After deployment of a gaming 
machine, there is a desire to i) easily add new capabilities that are afforded by 
new/upgraded gaming software and new/upgraded peripheral devices from a wide 

30 variety of manufacturers and ii) easily change the combinations of internal/ external 
peripheral devices deployed on the gaming machines. 

The personal computer industry has dealt with issues relating to device 
compatibility and, in recent years, there has been a desire in the gaming industry to 
adapt technologies used in the personal computer industry to gaming. At first glance, 
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one might think that adapting PC technologies to the gaming industry would be a 
simple proposition because both PCs and gaming machines employ microprocessors 
that control a variety of devices. However, because of such reasons as 1) the 
regulatory requirements that are placed upon gaming machines, 2) the harsh 
environment in which gaming machines operate, 3) security requirements and 4) fault 
tolerance requirements, adapting PC technologies to a gaming machine can be quite 
difficult. Further, techniques and methods for solving a problem in the PC industry, 
such as device compatibility and connectivity issues, might not be adequate in the 
gaming environment. 

As described above, one important difference between PCs and gaming 
machines is that the security needs of the gaming industry are generally higher than 
the PC industry. Gaming machines typically include monetary I/O devices, such as 
coin dispensers, bill validators and ticket printers and computing devices that are used 
to govern the input and output of cash to a gaming machine. These devices have 
security requirements that are not typically addressed in PC connectivity 
architectures. Further, a fault or a weakness tolerated in a PC, such as security holes 
in software/hardware or frequent crashes, may not be tolerated in a gaming machine 
because these faults can lead to a direct loss of funds from the gaming machine, such 
as stolen cash, or loss of revenue when the gaming machine is not operating properly. 
Thus, many PC techniques and methods developed to facilitate device connectivity 
and device compatibility do not address the emphasis placed on security in the 
gaming industry. 

As the number of devices packaged with the gaming machine increases, the 
number of wires needed to connect these devices to the gaming machine also 
increases. In addition, issues relating to device compatibility and to device 
connectivity have become increasingly more important. Although harnessing 
provides improved organization within a gaming machine, even harnessed wires can 
become densely packed within the gaming machine, thereby making it difficult to 
locate particular wires. Further, since the devices in a gaming machine are typically 
densely packed, the routing of the wires in the cabinet also becomes an issue. Densely 
packed wires within the machine can provide an increased risk of damage to the wires 
and make maintenance of the gaming machine more difficult. For instance, a wire 
bundle may be damaged when a device unrelated to the bundle is removed for 
maintenance or a new device is installed in the gaming machine. As another example, 
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some connection points may be difficult and hard to reach in a densely packed 
gaming machine or the connections may be hard to make when a large number of 
connections are tightly packed together, such as on the backplane of the gaming 
machine. Accordingly, it would be desirable to reduce the number of wires and the 
5 amount of harnessing within a gaming machine, such that gaming machine devices 
can be manufactured, maintained, and repaired with reduced time and cost. 

SUMMARY OF THE INVENTION 
The techniques of the present invention address the above need by providing 

10 methods and apparatus that reduce the number of wires and need for harnessing 

within a gaming machine. More particularly, the techniques of the present invention 
accomplish this by providing wireless communications between gaming devices 
within a gaming machine. 

One aspect of this invention pertains to a gaming machine. Such gaming 

1 5 machine may be characterized by the following features: a gaming machine housing; 
a master gaming controller adapted for executing a game of chance played on the 
gaming machine and communicating wirelessly with one or more peripheral devices 
used to play the game of chance, wherein the one or more peripheral devices are 
mounted within the gaming machine housing; and a wireless communication manager 

20 executed by the master gaming controller adapted for managing wireless 

communications between (i) the master gaming controller and the peripheral devices, 
(ii) the peripheral devices, or both (i) and (ii). 

Another aspect of the invention pertains to a method of providing wireless 
communications between devices in a gaming machine. Such method may be 

25 characterized by the following sequence: composing and encrypting a message from 
a first gaming device to a second gaming device, wherein the first gaming device and 
second gaming device are associated with the gaming machine, and wherein a first 
communication identification key associated with the first gaming device is used to 
provide sender information and a second communication key associated with the 

30 second gaming device is used to provide receiver information; wirelessly sending the 
message from the first gaming device to the second gaming device using the first 
identification key and the second identification key; and determining at the first 
gaming device whether the message was received by the second gaming device. 



4 
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Still another aspect of the invention pertains to a method of receiving wireless 
communications between devices in a gaming machine. Such method may be 
characterized by the following sequence: wirelessly receiving packets from a first 
gaming device at a second gaming device, wherein the first gaming device and 
5 second gaming device are associated with the gaming machine, the packets having a 
first communication identification key associated with the first gaming device; 
wirelessly sending confirmation packets to the first gaming device; authenticating the 
received packets from the first gaming device using the first communication 
identification key; assembling authenticated packets into a message from the first 

10 gaming device; and processing the message at the second gaming device. 

Yet another aspect of the invention pertains to computer program products 
including machine-readable media on which are stored program instructions for 
implementing a portion of or an entire method as described above. Any of the 
methods of this invention may be represented, in whole or in part, as program 

15 instructions that can be provided on such computer readable media. In addition, the 
invention pertains to various combinations of data generated and/or used as described 
herein. 

These and other features and advantages of the present invention will be 
described in more detail below with reference to the associated figures. 

20 

BRIEF DESCRIPTION OF THE DRAWINGS 
Fig. 1 is a diagrammatic representation of a gaming system configured to 
allow wireless communications within a gaming machine. 

Fig. 2 is a diagrammatic representation of a gaming machine. 
25 Fig. 3 is a block diagram of a gaming machine software architecture in 

relation to the generation of different game states on a gaming machine interface. 

Fig. 4 is a process flow diagram of an initialization process for a peripheral 

device. 

Fig. 5 is a process flow diagram of a wireless communication from a master 
30 gaming controller to a peripheral device. 

Fig. 6 is a process flow diagram of a wireless communication from a 
peripheral device to a master gaming controller or another peripheral device. 

Fig. 7 is a process flow diagram of a wireless communication received by a 
peripheral device or a master gaming controller. 

5 
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DETAILED DESCRIPTION OF INVENTION 
As described above in the Background section, wires for various devices 
associated with a gaming machine, such as player tracking units, lights, ticket 
5 printers, card readers, speakers, bill validators, ticket readers, coin acceptors, display 
panels, key pads, coin hoppers, button pads, and the like, are typically used to connect 
the various devices to other devices. Groups of these wires are often harnessed 
together to reduce the number of tangled wires within the gaming machine and to 
facilitate the maintenance and repair of the wires. However, the number of wires 
1 0 placed within the gaming machine, whether harnessed or not, can result in various 
associated costs. For instance, because various devices associated with the gaming 
machine are frequently moved or adjusted, such as coin hoppers, bill stackers, and the 
like, wires that become involved with these devices can become crimped, pinched, or 
otherwise damaged. 

1 5 Other mechanical limitations can include wear due to movement of the wires, 

faulty wires, limited tolerances of the wires, and the like. Each of these mechanical 
limitations can affect the lifespan of the wires, and may require periodic replacement 
of the wires. In addition, wires can be accidentally cut during repairs or maintenance, 
thereby requiring the investment of additional time and costs to repair the broken 

20 wires. Furthermore, locating particular wires can be challenging. Even if a group of 
harnessed wires containing the desired wire is located, locating a single wire in the 
group can require using a voltmeter to measure the current on the individual wires to 
identify which wire should be repaired. However, this process is time-consuming, 
and can keep a gaming machine off-line for an extended period of time. 

25 In other examples, the wiring harnesses used in many gaming machines have 

connectors at both ends. Terminated wires are inserted and locked into pin positions 
on these connectors. If a wire is locked into an incorrect pin position on a connector, 
this error may not be detected until the machine has been delivered, depending on the 
signal that the wire is carrying. Because human input is a part of many current 

30 manufacturing processes for harnessing, errors can be made. For instance, harnesses 
may not conform to the wiring diagrams provided to the manufacturer. Accordingly, 
the harnessed wires may not be operable or compatible with the gaming machine. 
Additionally, when gaming machine equipment is changed or upgraded, the 
mechanical configuration of a wiring harness may need to be changed even if the 
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signals and electrical functionality of the harness remain the same. In particular, even 
if the wires for an old part are compatible with the wires for a new part, the connector 
associated with the new part may not mate with the connector associated with the old 
part. For instance, the connectors associated with a new harness may not mate with 
5 the old connector location on a board in a gaming machine cabinet. 

Accordingly, reducing the number of wires and the amount of harnessing 
within a gaming machine can reduce the costs associated with repairing and 
maintaining gaming machines. Furthermore, reducing the number of wires and the 
amount of harnessing can reduce the costs of production for gaming machines by 

10 reducing the amount of hardware installed, the amount of engineering costs needed to 
manage the wires in the interior region of the gaming machine, and the amount of 
manufacturing costs associated with installing and harnessing the wires. 

Various embodiments of the present invention address this need by providing 
a wireless network within a gaming machine. Traditionally, wires have been used to 

1 5 connect devices within a gaming machine for various reasons, including security. 
The techniques of the present invention provide wireless interfaces within a gaming 
machine, and provide security mechanisms and signal transmission barriers to 
increase the security of communications between the wireless interfaces. More 
particularly, mechanisms are provided for reducing signal strength and providing 

20 barriers to signal transmission to limit the leakage of signals from the gaming 

machine and cross-talk with external devices. Furthermore, the techniques of the 
present invention provide a cost-effective alternative to including individual wires for 
each gaming machine device. With reference to Fig. 1, shown is a diagrammatic 
representation of a gaming system configured to allow wireless communications 

25 within a gaming machine. The gaming system shown includes gaming machine 100, 
cluster controller 130, accounting server 132, player tracking server 134, other servers 
136, and gaming machines 138, 140, and 142. Gaming machine 100 can 
communicate with cluster controller 130, servers 132, 134, and 136 and gaming 
machines 138, 140, and 142 through connection 146, which can be a wired or 

30 wireless connection. Within gaming machine 100, various components can 

communicate with each other over a local network. Specifically, master gaming 
controller 102 can communicate with peripheral devices such as keypad 114, hopper 
116, light panel 1 18, or other peripherals 120. Master gaming controller 102 can 
transmit and receive messages using wireless transmitter/receiver 108 and antenna 
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110. Peripheral devices 114, 116, 118, and 120 can also transmit and receive 
messages using wireless transmitters/receivers 126 and antenna 128. Master gaming 
controller 102 can communicate with various peripheral devices, and in some 
embodiments, the peripheral devices can communicate with each other. 
5 Each of the peripheral devices can include a mechanical device 122. For 

instance, the mechanical device 122 associated with keypad 114 can be a physical 
keypad having buttons. The peripheral controller 124 associated with the peripheral 
device can provide the logic to control operation of the mechanical device 122 and 
can provide messages to other devices through wireless transmitter/receiver 126 and 

10 antenna 128. Wireless transmitter/receiver 126 can act as a transport layer that 
prepares messages for being transmitted or received through antenna 128. 
Furthermore, antenna 128 can broadcast communications within the internal network 
of gaming machine 100, and can receive broadcast communications from other 
components within gaming machine 100. The wireless transmitter/receiver 108 and 

15 antenna 110 associated with the master gaming controller 102 can be configured 
analogously. 

In some embodiments, the peripheral devices shown can include 
programmable interfaces that allow the peripheral devices to communicate wirelessly 
with other devices. Furthermore, a programmable interface can allow a particular 

20 peripheral device to be replaced or modified without much time or expense. For 
instance, if the mechanical device 122 associated with keypad 1 14 is replaced, the 
programmable interface can be updated to allow operation of the new mechanical 
device within the gaming machine. 

Wireless communications within gaming machine 100 can be implemented 

25 using proprietary or non-proprietary wireless communication protocols. Some 

examples of non-proprietary standard wireless communication protocols that can be 
used include Bluetooth™, IEEE 802.1 la, IEEE 802.1 lb, IEEE 802.1 lx (e.g. other 
IEEE 802.11 standards), hiperlan/2, HomeRF, and the like. 

Various features can be included to improve the security of communications 

30 within gaming machine 100. Some of these features are provided in conjunction with 
wireless communication manager 104. Specifically, the wireless communication 
manager 104 can configure the peripheral devices to communicate with the master 
gaming controller 102 and/or with each other using various identifiers, frequency 
hopping algorithms, and the like, to secure communications, as described in more 
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detail below. These communications can also be encrypted to provide additional 
security. 

In addition, security can be improved by limiting the signal strength of the 
communications within the internal network generated within the gaming machine 
5 100. By limiting the signal strength of these communications, interference and cross- 
talk with other gaming machines and external devices can be reduced and security of 
the communications within the gaming machine 1 00 can be increased. One way to 
limit the signal strength is to broadcast communications with a limited range or 
coverage area. Another way to limit the signal strength is to shield the broadcasted 

10 communications with the gaming machine housing (see Fig. 2). The gaming machine 
housing can be made of metal, or any other material that limits the broadcasted 
communications to within the gaming machine 100. By shielding communications in 
this way, interference and cross-talk between the gaming machine and external 
devices or other gaming machines can be reduced, thereby improving the security of 

1 5 communications within the gaming machine. In addition, by limiting signal strength, 
it will be more difficult for unauthorized individuals to "sniff gaming machine 100 
communications. 

In the present embodiment, master gaming controller 102 can include wireless 
communication manager 104 and internal network manager 106. Wireless 

20 communication manager 104 can configure a peripheral controller associated with a 
peripheral device to communicate wirelessly with the master gaming controller 102, 
another peripheral device, or both the master gaming controller 102 and the other 
peripheral device. The wireless communication manager 104 can configure the 
peripheral controller in various ways. For instance, the wireless communication 

25 manager can configure the peripheral controller by assigning a communication 

identification key to the peripheral device associated with the peripheral controller. 
In one embodiment, the communication identification key can be a global unique 
identifier that is used to identify the peripheral device in wireless communications to 
and from the peripheral device. In another embodiment, the communication 

30 identification key can be a frequency range that is assigned to the peripheral device 
and is used to identify the peripheral device in wireless communications to and from 
the peripheral device. In another embodiment, the communication identification key 
can include a frequency hopping algorithm that temporally assigns different 
frequency ranges within which to communicate to and from the peripheral device. 
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For instance, a device may use 79 or more randomly chosen frequencies within a 
designated range that change on a regular basis up to 1,600 times a second. Thus, 
even if interference occurs, it is likely only to occur for a short period of time. For 
instance, communications can be established between master gaming controller 102 
5 and a peripheral device or between peripheral devices to form a piconet, or the like. 
The members of the piconet can randomly hop frequencies in unison so they remain 
in touch with another and avoid other piconets that may be operating in proximity to 
the established piconet. Within the gaming machine 100, many such piconets may be 
operating simultaneously. 

10 In yet another embodiment, the communication identification key can be a 

formatting protocol that allows the peripheral device to filter out wireless 
communications intended for other devices. Different formatting protocols can be 
assigned to different devices within the gaming machine. In another embodiment, the 
communication identification key can be a spread spectrum that provides information 

15 that allows the peripheral device to packetize outgoing messages and reassemble 
packets received from the master gaming controller or another peripheral device as 
part of an incoming message. 

Internal network manager 106 can manage the internal wireless network 
implemented within the gaming machine 100. More specifically, the internal network 

20 manager can monitor the reliability of the internal network and can also adjust the 

network or initiate an adjustment to the network to improve reliability, depending on 
the application. For instance, the internal network manager 106 can count the number 
of packets lost during a particular time interval to determine a reliability rate. The 
packets lost can represent the number of packets for which no acknowledgement or 

25 other confirmation was received, packets that were corrupted, and the like. 

According to another example, the internal network manager 106 can monitor 
different frequency channels. 

As suggested above, in some embodiments, the internal network manager 106 
can adjust the internal wireless network if the reliability rate exceeds a desired level. 

30 In other embodiments, the internal network manager 106 can notify other gaming 
machine 100 components to initiate the adjustment of the network if the reliability 
rate exceeds a desired level. In yet other embodiments, the internal network manager 
106 can provide records of network performance information such as reliability rates, 
packet losses, and the like. These records can be used by gaming establishment 

10 



WO 2004/025595 



PCT/US2003/028694 



personnel, other devices within the gaming machine 100 or the gaming machine 
network, and the like. 

In the present embodiment, gaming machine 100 can communicate with other 
components of the gaming system using one or more communication boards 112. As 
5 shown, master gaming controller 102 can communicate with other components 
through connection 144, communication board 112, and connection 146. 
Connections 144 and 146 can be wired connections, wireless connections, or the like. 

Although the present embodiment depicts a gaming machine 100 having only 
wireless communications between the master gaming controller 102 and peripheral 

10 devices 114, 116, 118, and 120, it should be recognized that wired communications 
can also be included in gaming machine 100 alongside wireless connections. By 
including at least some wireless connections between gaming machine 100 devices, 
the number of wires and amount of harnessing can be reduced. Furthermore, 
although the present embodiment depicts particular components, it should be 

15 recognized that modifications can be made within the scope of the present invention. 
For instance, although three additional gaming machines are shown as connected to 
cluster controller 130, any number of gaming machines can be included. 
Additionally, various components within gaming machine 1 00 can be added, omitted, 
or modified. Furthermore, various servers can be added, omitted, or modified. 

20 With reference to Fig. 2, shown is a diagrammatic representation of one 

embodiment of a gaming machine. More particularly, the gaming machine shown is 
a video gaming machine 2 that includes a main cabinet 4, which generally surrounds 
the machine interior (not shown) and is viewable by users. The main cabinet 4 can be 
made of a material that can shield wireless communications and limit broadcasted 

25 communications to within the gaming machine 4. The main cabinet 4 includes a 

main door 8 on the front of the machine, which opens to provide access to the interior 
of the machine. Attached to the main door are player-input switches or buttons 32, a 
coin acceptor 28, and a bill validator 30, a coin tray 38, and a belly glass 40. 
Viewable through the main door is a video display monitor 34 and an information 

30 panel 36. The display monitor 34 will typically be a cathode ray tube, high resolution 
flat-panel LCD, or other conventional electronically controlled video monitor. The 
information panel 36 may be a back-lit, silk screened glass panel with lettering to 
indicate general game information including, for example, the number of coins 
played. The bill validator 30, player-input switches 32, video display monitor 34, and 
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information panel are devices used to play a game on the game machine 2. The 
devices are controlled by circuitry housed inside the main cabinet 4 of the machine 2. 
Many possible games, including traditional slot games, video slot games, video 
poker, video blackjack, video keno, video pachinko, lottery games and other games 
5 of chance as well as bonus games may be provided with gaming machines of this 
invention. 

The gaming machine 2 includes a top box 6, which sits on top of the main 
cabinet 4. The top box 6 houses a number of devices, which may be used to add 
features to a game being played on the gaming machine 2, including speakers 10, 12, 

10 14, a ticket printer 18 which may print bar-coded tickets 20 used as cashless 

instruments. The player tracking unit mounted at the base of top box 6 includes a key 
pad 22 for entering player tracking information, a florescent display 16 for displaying 
player tracking information, a card reader 24 for entering a magnetic striped card 
containing player tracking information, a microphone 43 for inputting voice data, a 

15 speaker 42 for projecting sounds and a light panel 44 for display various light patterns 
used to convey gaming information. A player playing a game on the gaming machine 
2 or a person near the gaming machine may view the light patterns from the light 
panel 216. In other embodiments, the player tracking unit and associated player 
tracking interface devices, such as 16, 22, 24, 42, 43 and 44, may be mounted within 

20 the main cabinet 4 of the gaming machine, on top of the gaming machine, or on the 
side of the main cabinet of the gaming machine. The top box 6 can be made of a 
material that can shield wireless communications and limit broadcast communications 
to within the gaming machine 2. Together, the main cabinet 4 and the top box 6 can 
constitute the gaming machine housing. However, other components may also be 

25 part of the gaming machine housing in some embodiments. 

Understand that gaming machine 2 is only one example from a wide range of 
gaming machine designs on which the present invention may be implemented. For 
example, not all suitable gaming machines have top boxes or player tracking features. 
Further, some gaming machines have two or more game displays - mechanical and/or 

30 video. And, some gaming machines are designed for bar tables and have displays that 
face upwards. Still further, some machines may be designed entirely for cashless 
systems. Such machines may not include such features as bill validators, coin 
acceptors and coin trays. Instead, they may have only ticket readers, card readers and 
ticket dispensers. Those of skill in the art will understand that the present invention, 
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as described below, can be deployed on most any gaming machine now available or 
hereafter developed. 

Returning to the example of Figure 2, when a user wishes to play the gaming 
machine 2, he or she inserts cash through the coin acceptor 28 or bill validator 30. In 
5 addition, the player may use a cashless instrument of some type to register credits on 
the gaming machine 2. For example, the bill validator 30 may accept a printed ticket 
voucher, including 20, as indicia of credit. As another example, the card reader 24 
may accept a debit card or a smart card containing cash or credit information that may 
be used to register credits on the gaming machine. 

10 Prior to beginning a game play session on the gaming machine 2, a player 

may insert a player tracking card into the card reader 24 to initiate a player tracking 
session. In some embodiments, after inserting a card, the player may be visually 
prompted on the display screen 16 or aurally prompted using the speaker to enter 
identification information such as a PIN code using the key pad 22. Typically, the 

15 player tracking card may remain in the card reader 24 during the game play session. 
As another example, the gaming machine may transfer player tracking information 
from a portable wireless device worn by the player via a wireless interface device (not 
shown) on the gaming machine 2. An advantage of using a portable wireless device is 
that the transfer of player tracking information is automatic and the player does not 

20 have to remember to correctly insert a player tracking card into the gaming machine. 

During the course of a game, a player may be required to make a number of 
decisions, which affect the outcome of the game. For example, a player may vary his 
or her wager on a particular game, select a prize for a particular game, or make game 
decisions that affect the outcome of a particular game. The player may make these 

25 choices using the player-input switches 32, the video display screen 34 or using some 
other device which enables a player to input information into the gaming machine. 
Certain player choices may be captured by player tracking software loaded in a 
memory inside of the gaming machine. For example, the rate at which a player plays 
a game or the amount a player bets on each game may be captured by the player 

30 tracking software. 

During certain game events, the gaming machine 2 may display visual and 
auditory effects that can be perceived by the player. These effects add to the 
excitement of a game, which makes a player more likely to continue playing. 
Auditory effects include various sounds that are projected by the speakers 10, 12, 14. 
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Visual effects include flashing lights, strobing lights or other patterns displayed from 
lights on the gaming machine 2, from lights behind the belly glass 40 or the light 
panel on the player tracking unit 44. 

After the player has completed a game, the player may receive game tokens 
5 from the coin tray 38 or the ticket 20 from the printer 1 8, which may be used for 
further games or to redeem a prize. Further, the player may receive a ticket 20 for 
food, merchandise, or games from the printer 18. The type of ticket 20 may be related 
to past game playing recorded by the player tracking software within the gaming 
machine 2. In some embodiments, these tickets may be used by a game player to 

10 obtain game services. In addition, when the player has inserted a player tracking card 
in the card reader to initiate a player tracking session, to prevent the player from 
leaving or "abandoning" their card in the card reader 24, a voice message, such as 
"please remove your card," may be projected from the sound projection device 44. 
With reference now to Fig. 4, shown is a process flow diagram of an 

1 5 initialization process for a peripheral device in accordance with one embodiment of 
the present invention. At 400, the peripheral controller 124 (Fig. 1) performs self- 
diagnostics to establish whether components of the peripheral device are functioning 
properly. For instance, the peripheral controller may test devices such as the 
mechanical device 122 to determine if the mechanical device 122 is in proper 

20 working order or if the mechanical device 122 requires servicing or repair. Similarly, 
the peripheral controller 124 can run self-diagnostics to determine if programs are 
running properly, and whether the wireless transmitter/receiver 126 and antenna 128 
are functioning properly. 

Next, at 402, the peripheral controller can load configuration and game state 

25 information. This configuration and game state information can provide the 

peripheral device with instructions for which presentations to provide, which inputs to 
receive, and the like, depending on the status of a game. For instance, a game state 
may include information such as the amount of credits that a player has input to or 
won on the gaming machine, previous game outcomes, and the like. This information 

30 can be saved to the gaming machine or other gaming component in the event of a 

power failure or other disruption to the game. If such a disruption occurs, the gaming 
machine can restore the game to its previous state as if the disruption had not 
occurred by using the game state information. Fig. 3 shows a block diagram of an 
exemplary gaming machine software architecture in relation to the generation of 
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different game states on a gaming machine interface. This software architecture can 
be used to provide configuration and game state information. 

Referring now to Fig. 3, the gaming machine software architecture provides a 
framework for a generation of presentation states on the gaming machine that 
5 correspond to different game states. The presentation states are generated in gaming 
software logic 300 where the gaming machine interface may be logically abstracted 
and then translated to an actual operation of various gaming devices, such as 
peripheral devices, that comprise the gaming machine interface. The gaming machine 
interface may comprise gaming devices and peripheral devices mounted within the 

10 gaming machine or connected to the gaming machine, such as displays, lights, audio 
devices, bill validators, coin dispensers, input devices and output devices that provide 
the interface to a user of the gaming machine and allow the gaming machine to 
operate as intended. 

In Fig. 3, the gaming machine software architecture provides gaming software 

15 300 that is divided into a plurality of gaming software modules. The gaming software 
modules may communicate with one another via application program interfaces. The 
logical functions performed in each gaming software module and the application 
program interfaces used to communicate with each gaming software module may be 
defined in many different ways. Thus, the examples of gaming software modules and 

20 the examples of application program interfaces in the present invention are presented 
for illustrative purposes only and the present invention is not limited to the gaming 
software modules and application program interfaces described herein. 

Three gaming software modules, a gaming Operating System (OS) 302, a 
presentation logic module 306, and a game flow logic module 304 used to present a 

25 game of chance 325 on a gaming machine are shown. The gaming operating system 
302, the presentation logic module 306, and the game flow logic module 304 may be 
decoupled from one another and may communicate with one another via a number of 
application program interfaces 308. In addition, these three gaming software modules 
can be executed by master gaming controller 102 and other components of the 

30 gaming machine, depending on the application. 

In general, APIs 308 let application programmers use functions of a software 
module without having to directly keep track of all the logic details within the 
software module used to perform the functions. Thus, the inner working of a software 
module with a well-defined API may be opaque or a "black box" to the application 
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programmer. However, with knowledge of the API, the application programmer 
knows that a particular output or set of outputs of the software module, which are 
defined by the API, may be obtained by specifying an input or set of inputs specified 
by the API. 

5 The gaming OS 302 may load different combination of game flow logic 

modules 304 and presentation logic modules 306 to play different games of chance. 
For instance, to play two different games of chance, the game OS 302 may load a first 
game flow logic module and a first presentation logic module to enable play of a first 
game and then may load a second presentation logic module and use it with the first 

10 game flow logic module to enable play of a second game. As another example, to 
play two different games of chance, the game OS 302 may load a first game flow 
logic module and a first presentation logic module to enable play of a first game and 
then may load a second game flow logic module and a second presentation logic 
module to enable play of a second game. Details of the APIs 308 and the gaming 

15 software 300 including the Game OS 302, the game flow logic 304 and the 

presentation logic 306, are described in more detail in co-pending U.S. Application 
no. 10/040,239, (IGT P078/P-671), filed on January 3, 2002, by LeMay et al, titled, 
"Game Development Architecture that Decouples the Game Logic from the Graphics 
Logic," which is incorporated herein in its entirety and for all purposes. 

20 The Gaming OS 302 comprises logic for core machine-wide functionality. It 

may control the mainline flow as well as critical information such as meters, money, 
device status, tilts and configuration used to play a game of chance on a gaming 
machine. Further, it may be used to load and unload gaming software modules, such 
as the game flow logic 304 and the presentation logic 306, from a mass storage device 

25 on the gaming machine into RAM for execution as processes on the gaming machine. 
The gaming OS 302 may maintain a directory structure, monitor the status of 
processes and schedule the processes for execution. 

The game flow logic module 304 comprises the logic and the state machine to 
drive the game 325. The game flow logic may include: 1) logic for generating a game 

30 flow comprising a sequence of game states, 2) logic for setting configuration 

parameters on the gaming machine, 3) logic for storing critical information to a non- 
volatile memory device on the gaming machine and 4) logic for communicating with 
other gaming software modules via one or more APIs. In particular, after game play 
has been initiated on the gaming machine, the game flow logic may determine a game 
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outcome and may generate a number of game states used in presenting the game 
outcome to a player on the gaming machine. 

As alluded to above, gaming machines generally include hardware and 
methods for recovering from operational abnormalities such as power failures, device 
5 failures and tilts. Thus, the gaming machine software logic and the game flow logic 
304 may be designed to generate a series of game states where critical game data 
generated during each game state is stored in a non- volatile memory device. The 
gaming machine does not advance to the next game state in the sequence of game 
states used to present a game 325 until it confirms that the critical game data for the 

1 0 current game state has been stored in the non-volatile memory device. The game OS 
302 may verify that the critical game data generated during each game state has been 
stored to non- volatile memory. As an example, when the game flow logic module 304 
generates an outcome of a game of chance in a game state, such as 310, the gaming 
flow logic module 304 does not advance to the next logical game state in the game 

1 5 flow, such as 3 14, until game information regarding the game outcome has been 
stored to the non-volatile memory device. Since a sequence of game states are 
generated in the gaming software modules as part of a game flow, the gaming 
machine is often referred to as a state machine. 

In Fig. 3, a game timeline 320 for a game of chance 325 is shown. A gaming 

20 event, such as a player inputting credits into the gaming machine, may start game 
play 325 on the gaming machine. Another gaming event, such as a conclusion to an 
award presentation may end the game 322. Between the game start 321 and game end 
322, as described above, the game flow logic may generate a sequence of game states, 
such as 310, 314 and 318 that are used to play the game of chance 325. A few 

25 examples of game states may include but are not limited to: 1) determining a game 
outcome, 2) directing the presentation logic 306 to present the game outcome to 
player, 3) determining a bonus game outcome, 4) directing the presentation logic 306 
to present the bonus game to the player and 5) directing the presentation logic to 
present an award to the game to the player. 

30 The presentation logic module 306 may produce all of the player display and 

feedback for a given game of chance 325. Thus, for each game state, the presentation 
logic 306 may generate a corresponding presentation state (e.g., presentation states 
311, 315 and 319 which correspond to game states 310, 314 and 318, respectively) 
that provides output to the player and allows for certain inputs by the player. In each 
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presentation state, a combination of gaming devices on the gaming machine may be 
operated in a particular manner as described in the presentation state logic 306. For 
instance, when game state 310 is an award outcome state, the presentation state 311 
may include but is not limited to: 1) animations on one or more display screens on the 
5 gaming machine, 2) patterns of lights on various lighting units located on the gaming 
machine and 3) audio outputs from audio devices located on the gaming machine. 
Other gaming devices on the gaming machine, such as bonus wheels and mechanical 
reels, may also be operated during a presentation state. 

The gaming devices operated in each presentation state comprise a machine 

1 0 interface that allows the player to receive gaming information from the gaming 

machine and to input information into the gaming machine. As the presentation states 
change, the machine interface, such as 312, 316 and 320, may change, and different 
I/O events, such as 313, 317, 321, may be possible. For instance, when a player 
deposits credits into the gaming machine, a number of touch screen buttons may be 

15 activated for the machine interface 312 allowing a player to make a wager and start a 
game. Thus, I/O 313 may include but is not limited to 1) the player touching a touch 
screen button to make a wager for the game 325, 2) the player touching a touch 
screen button to make a wager and start the game at the same time and 3) the player 
viewing the credits available for a wager. After making a wager and starting the game 

20 using machine interface 3 12, in game state 314, the player may be presented with a 

game outcome presentation using machine interface 316. The I/O 317 on the machine 
interface 316 may include output of various animations, sounds and light patterns. 
However, for machine interface 316, player input devices, such as touch screen 
buttons, may not be enabled. 

25 For a more detailed discussion of an exemplary gaming machine software 

architecture that can be used with the present invention, see U.S. Patent Application 
Serial No. 10/460,822, (IGT P099/P-845), filed on June 11, 2003, by Lam et aL, and 
entitled "USB SOFTWARE ARCHITECTURE IN A GAMING MACHINE," which 
is incorporated herein in its entirety and for all purposes. 

30 Returning to the present embodiment shown in Fig. 4, once the configuration 

and state information has been loaded, then at 404, communications between master 
gaming controller 102 and peripheral controller 124 can be established. For instance, 
master gaming controller 102 and peripheral controller 124 can exchange encrypted 
messages to establish communications between them. Generally, encryption is the 
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process of taking data from a sender and encoding it into a form that only a receiver 
will be able to decode. In one embodiment, public-private asymmetric encryption 
keys may be used with various embodiments of the present invention. In a public- 
private encryption method, information encrypted with the public encryption key may 
5 be decrypted only using the corresponding private encryption key of the public- 
private encryption key pair. Thus, the master gaming controller 102 and peripheral 
controller 124 can each have a private encryption key and may give its public 
encryption key to many other entities, including each other. The private encryption 
keys, on the other hand, are kept secret. Only the owner of the key pair is allowed to 

10 possess the private encryption keys. Other entities may use the public encryption key 
to encrypt data. However, as long as the private encryption key remains private, only 
the entity with the private encryption key can decrypt information encrypted with the 
public encryption key. 

In one embodiment, the master gaming controller 102 and peripheral 

15 controller 124 can establish communications between them by authenticating each 
other using encryption key pairs. Authentication is described in more detail below 
with regard to sending and receiving messages. Furthermore, more details of 
exchanging encryption keys in a secure manner, which may be applied to the present 
invention, are described in co-pending U.S. application no. 09/993,163, by Rowe et 

20 al., filed November 16, 2001 and entitled "Cashless Transaction Clearinghouse," 
which is incorporated herein by reference in its entirety and for all purposes. Also, 
for a general discussion of cryptography, see Schneier, Bruce, Applied Cryptography, 
John Wiley & Sons, Inc., which is also incorporated herein by reference for all 
purposes. 

25 Next, at 406, the peripheral controller 124 is configured by the master gaming 

controller 102 to communicate wirelessly with the master gaming controller 102, 
other peripheral devices, or a combination thereof. More particularly, the master 
gaming controller 102 can assign the peripheral controller 124 a communication 
identification key that can be used to wirelessly communicate to and from the 

30 peripheral device associated with the peripheral controller 124. As described above 
with regard to Fig. 1, the peripheral controller can be assigned any of the various 
types of communication identification keys, depending on the application. For 
instance, in one embodiment, the communication identification key can be a global 
unique identifier that is used to identify the peripheral device and wirelessly 
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communicate to and from the peripheral device. In another embodiment, the 
communication identification key can be a frequency range that is assigned to the 
peripheral device and is used to wirelessly communicate to and from the peripheral 
device. In another embodiment, the communication identification key can include a 
5 frequency hopping algorithm that temporally assigns different frequency ranges 
within which to communicate to and from the peripheral device. In yet another 
embodiment, the communication identification key can be a formatting protocol that 
allows the peripheral device to filter out wireless communications intended for other 
devices. Specifically, different formatting protocols can be assigned to different 
10 devices within the gaming machine. In another embodiment, the communication 
identification key can be a spread spectrum that provides information allowing the 
peripheral device to packetize outgoing messages and reassemble packets received 
from the master gaming controller or another peripheral device as part of an incoming 
message. 

15 Once the peripheral controller 124 is configured at 406, then the peripheral 

device associated with peripheral controller 124 is then ready to communicate with 
other gaming machine devices, such as master gaming controller and other peripheral 
devices. Although various items are depicted in Fig. 4, it should be recognized that 
various items can be omitted, added, and modified within scope of the present 

20 invention. For instance, item 402 can be omitted in some embodiments, such as 
where configuration and state information is used by the master gaming controller 
102 to provide information regarding presentations states to peripheral devices in a 
matter not requiring the peripheral devices to use the configuration and state 
information directly. 

25 With reference now to Fig. 5, shown is an exemplary process flow diagram of 

a wireless communication from a master gaming controller to a peripheral device. At 
500, master gaming controller 102 can compose a message to a peripheral device. 
Next, at 502, the master gaming controller 102 can send the message to the peripheral 
device. In some embodiments, the message can be encrypted for greater security and 

30 reliability of communications. Generally, encryption is the process of taking data 

from a sender and encoding it into a form that only a receiver will be able to decode. 
Accordingly, unintended recipients of the message will not be able to decode the 
message. 
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Before sending the message, the master gaming controller can packetize the 
message, such that the message is sent as a series of separate packets. These packets 
can include address or other header information based on the communication 
identification key that was assigned to the intended peripheral device. Once the 
5 message is packetized, master gaming controller 102 can broadcast signals that 
include the packetized information. These broadcasted signals can be detected by 
various peripheral devices. The intended peripheral device can detect and receive the 
information based on the address or other header information that is included in or 
with the packets. In order to improve security and reduce the amount of crosstalk 

10 with and interception by outside devices, the broadcast can be limited to within the 
gaming machine. In one embodiment, the gaming machine housing can be 
constructed of a metal casing that shields the broadcasts to within the gaming 
machine housing. In another embodiment, the broadcast can have a limited range of 
transmission. For instance, the strength of the signal can be reduced such that the 

1 5 broadcast reaches only components associated with the gaming machine. 

Once the message is sent to the peripheral device, then at 504, master gaming 
controller 102 determines whether the message was received by the peripheral device. 
Specifically, according to various embodiments, once the peripheral device receives 
the message, the peripheral device sends a confirmation, such as an acknowledgment, 

20 to the master gaming controller 102. If the master gaming controller 102 does not 
receive this confirmation, then the master gaming controller 102 can determine that 
the peripheral device did not receive the message. If the master gaming controller 
determines that the message has been received, the process depicted in Fig. 5 ends. 
However, if the master gaming controller determines that the message was not 

25 received, then the master gaming controller 102 can send the message to the 

peripheral device again at 502. Optionally, when the master gaming controller 
determines that the message was not received, the master gaming controller can 
include information about the lost message in a log at 506. Alternatively, the lost 
message can be logged by the internal network manager, as described above with 

30 regard to Fig. 1 . Once the master gaming controller 102 determines that the 
peripheral device has received the message, the process ends. 

With reference to Fig. 6, shown is an exemplary process flow diagram of a 
wireless communication from a peripheral device to a master gaming controller or 
another peripheral device. At 600, the peripheral device detects some activity that it 
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wants to communicate to the master gaming controller or another peripheral device. 
For instance, if the peripheral device is a coin hopper, then the activity detected may 
be that a coin has been paid out. Similarly, if the peripheral device is a coin acceptor, 
then the activity detected may be that a coin has been received. 
5 Once the peripheral device detects this activity, then at 602, the peripheral 

device can compose a message regarding the activity. Next, at 604, the peripheral 
device can send the message to a recipient such as the master gaming controller or 
another peripheral device. In some embodiments, the message can be encrypted for 
greater security and reliability of communications. As described above, encryption is 

10 the process of taking data from a sender and encoding it into a form that only a 

receiver will be able to decode. As such, unintended recipients of the message will 
not be able to decode the message. 

Before sending the message, the peripheral device can packetize the message, 
such that the message is sent as a series of separate packets. Once the message is 

15 packetized, the peripheral device can broadcast signals that include the packetized 

information. These broadcasted signals can be detected by various devices, including 
the recipient. However, based on the header information included in or with the 
packets, only the recipient may be able to decode the packets. 

Once the message is sent to the recipient, then at 606, the peripheral device 

20 determines whether the message should be resent to the recipient. According to 

various embodiments, once the recipient receives the message, the recipient sends a 
confirmation, such as an acknowledgment, to the peripheral device. If the peripheral 
device does not receive this confirmation, then the peripheral device can send the 
message to the recipient again at 604. Once the peripheral device determines that the 

25 recipient has received the message, the process ends. 

In some embodiments, when the peripheral device detects an activity at 600, 
the peripheral device can store information about the activity in non- volatile memory. 
If a message about the information is sent to the master gaming controller, then once 
the peripheral device detects that the master gaming controller has received this 

30 information, then the peripheral device can remove this store information from its 

non-volatile memory. The master gaming controller can store this information on its 
own non-volatile memory. 

With reference to Fig. 7, shown is an exemplary process flow diagram of a 
wireless communication received by a recipient such as a peripheral device or a 
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master gaming controller. At 700, the recipient receives packets from a sender. Next, 
at 702, the recipient can authenticate the packets to confirm that the packets 
originated with the sender. As described above, encryption is the process of taking 
data from a sender and encoding it into a form that only a receiver will be able to 
5 decode. Authentication, on the other hand, is used to verify that the information 
comes from the actual sender. If information received is authentic, the receiver 
knows who created it and knows that it has not been altered since the sender created 
it. These two processes, encryption and authentication, can work hand-in-hand to 
create a secure environment. 

10 In one embodiment, public-private asymmetric encryption keys may be used 

with the methods and apparatus of the present invention. In a public-private 
encryption method, information encrypted with the public encryption key may be 
decrypted only using the corresponding private encryption key of the public-private 
encryption key pair. Thus, an entity with a private encryption key of public-private 

15 encryption key pair may give its public encryption key to many other entities. The 
public encryption key may be made available (via an Internet server, e-mail, or some 
other means) to whoever needs or wants it. The private encryption key, on the other 
hand, is kept secret. Only the owner of the key pair is allowed to possess the private 
encryption key. The other entities may use the public encryption key to encrypt data. 

20 However, as long as the private encryption key remains private, only the entity with 
the private encryption key can decrypt information encrypted with the public 
encryption key. 

According to one embodiment, the identity of a message sender may be 
determined using public-private encryption key pairs. Two gaming devices, each 
25 storing public-private encryption key pairs, may exchange public encryption keys. 

Then, the gaming devices may exchange a series of messages that are encrypted with 
each other's public keys. For instance, a first gaming device may send a message with 
information that is encrypted with a second gaming device's public encryption key. 
As an example, the information may be a randomly generated number. The 
30 information sent by the first gaming device is also stored by the first gaming device. 

The second gaming device may receive the message from the first gaming 
device and decrypt the information with its private key. Then, the second gaming 
device may encrypt the information with the first gaming device's public encryption 
key and send a reply message with encrypted information to the first gaming device. 
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The first gaming device decrypts the information in the message using its private 
encryption key. Then, the first gaming device compares the information sent in the 
original message with the information received in the reply message. When the 
information received in the reply message from the second gaming device matches 
5 the information sent to the second gaming device, the identity of the second gaming 
device is authenticated since only the possessor of the private key may decrypt a 
message encrypted with its public key. As described above, details of exchanging 
encryption keys in a secure manner, which may be applied to the present invention, 
are described in co-pending U.S. application no. 09/993,163, by Rowe et al., filed 

10 November 16, 2001 and entitled "Cashless Transaction Clearinghouse," previously 
incorporated herein by reference. 

In the present embodiment, the recipient can encrypt the received message 
with the sender's public key. In addition, the recipient can include an additional 
identifier such as a randomly generated number in the message, such that the recipient 

1 5 can identify the message at a later time. The sender can then receive the message, 

including the additional identifier, and decrypt the message using its private key. The 
sender can then encrypt the message, including the identifier, with the recipient's 
public key and send the message. When the recipient receives the message from the 
sender, the recipient can decrypt the message with its private key. If the decrypted 

20 message includes the original message and the additional identifier, then the identity 
of the sender has been authenticated. 

In addition to public-key algorithms, symmetric encryption algorithms can be 
used to encrypt and/or authenticate messages. With symmetric encryption 
algorithms, the same encryption key is used to encrypt and decrypt information. In 

25 practice, symmetric algorithms are used for encryption/decryption of large amounts 
of data, while the public-private encryption key algorithms are normally used to 
authenticate sender/receiver and to encrypt the symmetric keys. A more detailed 
description of authentication and methods of asymmetric and symmetric keys that 
may be used to transfer encrypted data in the present invention are described in co- 

30 pending U.S. Patent Application Serial No. 10/1 16,424, filed April 3, 2002, by 

Nguyen et al. and entitled, "Secured Virtual Network in a Gaming Environment," and 
U.S. Patent Application Serial No. 10/291,926, filed November 7, 2002, by Brosnan 
et al. and entitled, "Identifying Message Senders," both of which are incorporated 
herein in their entirety and for all purposes. 
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In the present embodiment, once the sender has been authenticated, then at 
704, the packets can be assembled into a message. As described above with regard to 
Fig. 1, the packets can be assembled into a message using a spread spectrum, or the 
like. Once the message is assembled, then at 706, the contents of the message can be 
5 verified to confirm that the contents have not been altered or compromised, such as 
when the contents include unparseable material. For instance, a check sum algorithm 
can be used to create a signature for the encrypted or decrypted version of the 
message, and this signature can be encrypted and appended to the message. When the 
message is received, the check sum algorithm can be computed again to generate 
another signature. If the two signatures match, this suggests that the message has not 
been altered since the time the first signature was generated. Other algorithms and 
methods can also be used to verify the contents of the message in a similar manner. 

Once the message has been verified, then at 708, the recipient can process the 
message. For instance, if the recipient is a peripheral device and the message 
includes an instruction from the master gaming controller to activate a light at the 
peripheral device, the then the peripheral device can process the message and 
illuminate the light according to the master gaming controller's instructions. 

Although particular items are featured in the exemplary process flow diagram 
shown in Fig. 7, it should be recognized that modifications, omissions, and additions 
can be made within the scope of the present invention. For instance, item 706 can be 
omitted in some applications. Furthermore, in some embodiments, an item can be 
added in which the recipient sends a confirmation, such as an acknowledgment, to the 
sender upon receipt of the packets, authentication of the packets, or verification of the 
packets or the message assembled from the packets. 
Conclusion 

Although the above generally describes the present invention according to 
specific exemplary processes and apparatus, various modifications can be made 
without departing from the spirit and/or scope of the present invention. Therefore, the 
present invention should not be construed as being limited to the specific forms 
shown in the appended figures and described above. 
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CLAIMS 

What is claimed is: 

1 . A gaming machine comprising: 
5 a gaming machine housing; 

a master gaming controller adapted for executing a game of chance played on 
the gaming machine and communicating wirelessly with one or more peripheral 
devices used to play the game of chance, wherein the one or more peripheral devices 
are mounted within the gaming machine housing; and 
10 a wireless communication manager executed by the master gaming controller 

adapted for managing wireless communications between (i) the master gaming 
controller and the peripheral devices, (ii) the peripheral devices, or both (i) and (ii). 

2. The gaming machine of claim 1, wherein the wireless communication 
manager is adapted to configure a peripheral controller associated with one of the one 

15 or more peripheral devices to communicate wirelessly with the master gaming 

controller, another peripheral device, or both the master gaming controller and the 
other peripheral device. 

3. The gaming machine of claim 2, wherein the wireless communication 
manager is adapted to configure the peripheral controller by assigning a 

20 communication identification key to the peripheral device associated with the 
peripheral controller. 

4. The gaming machine of claim 3, wherein assigning a communication 
identification key includes assigning a global unique identifier to the peripheral 
device, wherein the global unique identifier is used to wirelessly communicate to and 

25 from the peripheral device. 

5. The gaming machine of claim 3, wherein assigning a communication 
identification key includes assigning a frequency range to the peripheral device, 
wherein the frequency range is used to wirelessly communicate to and from the 
peripheral device. 

30 6. The gaming machine of claim 3, wherein assigning a communication 

identification key includes providing a frequency hopping algorithm to the peripheral 
device, wherein the frequency hopping algorithm temporally assigns different 
frequency ranges within which to communicate to and from the peripheral device. 
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7. The gaming machine of claim 3, wherein assigning a communication 
identification key includes assigning a formatting protocol to the peripheral device, 
wherein different formatting protocols are assigned to different devices within the 
gaming machine, and wherein the formatting protocol allows the peripheral device to 

5 filter out wireless communications intended for other devices. 

8. The gaming machine of claim 3, wherein assigning a communication 
identification key includes providing a spread spectrum to the peripheral device, 
wherein the spread spectrum provides information allowing the peripheral device to 
reassemble packets received from the master gaming controller or another peripheral 

10 device, packetize communications to send to the master gaming controller or another 
peripheral device, or combinations thereof. 

9. The gaming machine of claim 1, further comprising an internal network 
manager adapted for managing an internal wireless network implemented in the 
gaming machine. 

15 10. The gaming machine of claim 9, wherein managing the internal wireless 
network includes counting a number of packets lost to determine a reliability rate. 
1 1 . The gaming machine of claim 10, wherein the number of packets lost includes 
packets for which no acknowledgement was received, packets that were corrupted, or 
a combination thereof. 

20 12. The gaming machine of claim 10, wherein managing further includes 

adjusting the internal wireless network if the reliability rate exceeds a desired level. 

13. The gaming machine of claim 9, wherein managing the internal wireless 
network includes monitoring different frequency channels. 

14. The gaming machine of claim 1, wherein at least one of the one or more 
25 peripheral devices includes a programmable interface, wherein the programmable 

interface allows interchangeability of the peripheral device within the gaming 
machine. 

15. The gaming machine of claim 1, wherein wireless communications between 
the master gaming controller and peripheral devices and between peripheral devices 

30 are confined within the gaming machine housing. 

16. The gaming machine of claim 15, wherein wireless communications within 
the gaming machine are transmitted with a limited strength, range, or a combination 
thereof, in order to reduce cross-communication with devices external to the gaming 
machine. 
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17. A method of providing wireless communications between devices in a gaming 
machine comprising: 

composing and encrypting a message from a first gaming device to a second 
gaming device, wherein the first gaming device and second gaming device are 
5 associated with the gaming machine, and wherein a first communication 

identification key associated with the first gaming device is used to provide sender 
information and a second communication key associated with the second gaming 
device is used to provide receiver information; 

wirelessly sending the message from the first gaming device to the second 
10 gaming device using the first identification key and the second identification key; and 

determining at the first gaming device whether the message was received by 
the second gaming device. 

18. The method of claim 17, wherein the first gaming device is a peripheral 
device and the second gaming device is a master gaming controller. 

15 19. The method of claim 18, wherein the message includes information about an 
activity involving the peripheral device, and wherein the information is stored to a 
non- volatile memory within the peripheral device. 

20. The method of claim 19, wherein the information stored to the non- volatile 
memory within the peripheral device is removed from the non-volatile memory after 

20 the message is received by the master gaming controller. 

21 . The method of claim 17, wherein the first gaming device is a first peripheral 
device and the second gaming device is a second peripheral device. 

22. The method of claim 17, wherein the first gaming device is a master gaming 
controller and the second gaming device is a peripheral device. 

25 23. The method of claim 17, further comprising packetizing the message into 
packets before sending the message, and wherein sending the message includes 
sending the packets. 

24. The method of claim 17, wherein determining at the first gaming device 
whether the message was received by the second gaming device includes determining 

30 whether the first gaming device has received an acknowledgement from the second 
gaming device, wherein the acknowledgement is sent by the second gaming device in 
response to receiving the message from the first gaming device. 

25. The method of claim 17, wherein the first communication key is a global 
unique identifier associated with the first gaming device. 

28 
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26. The method of claim 17, wherein the first communication key is a frequency 
range assigned to the first gaming device. 

27. The method of claim 17, wherein the first communication key is dynamically 
assigned according a frequency hopping algorithm to the first gaming device. 

5 28. The method of claim 17, wherein the first communication key is a formatting 
protocol unique to the first gaming device. 

29. The method of claim 17, wherein the first communication key is a spread 
spectrum that provides information allowing the first gaming device to packetize the 
message such that the second gaming device can reassemble the message. 
10 30. The method of claim 17, wherein sending the message includes sending the 
message as a broadcast having limited strength, limited range, or a combination 
thereof. 

31. The method of claim 17, further comprising resending the message if it is not 
determined by the first gaming device that the message was received by the second 

15 gaming device. 

32. The method of claim 18, further comprising, prior to composing and 
encrypting the message: 

executing self-diagnostics at the peripheral device to confirm that the 
peripheral device is operating properly; 
20 establishing communications between the peripheral device and the master 

gaming controller; and 

configuring the peripheral device to communicate wirelessly with the master 
gaming controller. 

33. The method of claim 32, further comprising: 

25 loading configuration and state information associated with the peripheral 

device from non- volatile memory. 

34. A method of receiving wireless communications between devices in a gaming 
machine comprising: 

wirelessly receiving packets from a first gaming device at a second gaming 
30 device, wherein the first gaming device and second gaming device are associated with 
the gaming machine, the packets having a first communication identification key 
associated with the first gaming device; 

wirelessly sending confirmation packets to the first gaming device; 
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authenticating the received packets from the first gaming device using the first 
communication identification key; 

assembling authenticated packets into a message from the first gaming device; 

and 

5 processing the message at the second gaming device. 

35. The method of claim 34, wherein the first gaming device is a peripheral 
device and the second gaming device is a master gaming controller. 

36. The method of claim 35, wherein the message includes information about an 
activity involving the peripheral device, and wherein the information is stored to a 

10 non- volatile memory within the peripheral device. 

37. The method of claim 36, wherein the information stored to the non-volatile 
memory within the peripheral device is removed from the non- volatile memory after 
the message is received by the master gaming controller. 

38. The method of claim 34, wherein the first gaming device is a first peripheral 
15 device and the second gaming device is a second peripheral device. 

39. The method of claim 34, wherein the first gaming device is a master gaming 
controller and the second gaming device is a peripheral device. 

40. The method of claim 34, further comprising verifying the contents of the 
message. 



30 



WO 2004/025595 



PCT/US2003/028694 




WO 2004/025595 



2/7 



PCT/US2003/028694 




Figure 2 



PCT/US2003/028694 



4/7 



START 



1 

PERFORM SELF 
(PERIPHERY 


r 

-DIAGNOSTICS 
\L CTRLR.) 




r 


(OPTIONAL) 
LOAD CONFIGURATION AND 
STATE INFORMATION 
(PERIPHERAL CTRLR.) 




f 


EST. COMMUNICATIONS BETWEEN 
MASTER GAMING CONTROLLER 
AND PERIPHERAL CONTROLLER 
(PERIPH. CONTROLLER - MGC) 




t 



CONFIGURE PERIPHERAL 
CONTROLLER TO COMMUNICATE 
WIRELESSLY WITH MASTER 
GAMING CONTROLLER 
(PERIPH. CONTROLLER - MGC) 




Figure 4 



WO 2004/025595 



5/7 



PCT/US2003/028694 




Figure 5 



WO 2004/025595 



6/7 



PCT7US2003/028694 




Figure 6 



WO 2004/025595 



7/7 



PCT/US2003/028694 



START 





1 


r 


700 -v 


RECEIVE PACKETS 








702 -V 


AUTHENTICATE PACKETS 




i 


r 


704 "v. 


ASSEMBLE MESSAGE 




^ 




706 -v. 


VERIFY CONTENTS OF MESSAGE 




^ 


f 


708 -X. 


PROCESS MESSAGE 






f 



END 



Figure 7 



